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Kazakhstan, July 17, 2019
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YBakaemMblt aboHeHT! B
COOTBEeTCTBUU C 3aKOHOM «O
CcBA3U» CT.26 Ans gocryna K
UHTepHeTy Bam Heo6xoaumMo
yCTaHOBUTb cepTudukar
6e3onacHocTu http:/qca.kz/.
Mpocum Bac npoussecTtu
YCTaHOBKY Ha Kaxjoe
aboOHEHTCKOe YCTPOMCTBO,
umetollee Bbixog B UHTEepHeT
(cmapThoH, NnaHLweT, HOyTOYK 1
T.4). OTCcyTCTBUE CepTUdUKaTa
6€30MacHOCTHU Ha yCTPOUCTBE
npuBegeT K npo6nemMam ¢
[OCTYNOM K OTAE/NbHbIM
MHTepHeT-pecypcam. Baw Tele2
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Dear subscriber!

You have to install a Security
Certificate from http://qca.kz/ to
access the Internet according to
article no. 26 of the Law "On
Communications".

We ask you to perform the
installation on every subscriber's
device connected to the Internet
(smartphone, tablet, laptop, etc.) The
lack of the Security Certificate being
installed on the device will lead to
problems while accessing certain
Internet resources.

Yours, Tele2.

Source: https://i.imgur.com/WyKjOug.jpg



m Bugzilla Q Search Bugs i Browse [EN Advanced Search > New Account LogIn Forgot Password

Copy Summary View v

Closed Bug 1567114 Opened 1yearago Closed 1year ago

MITM on all HTTPS traffic in Kazakhstan

v Categories
Product: NSS v /f defect

Component i o Fa
Omponent: CA Certificate Root Progran » Priority: P1 Severity: critical

v Tracking

RESOLVED FIXED

Source: https://bugzilla.mozilla.org/show_bug.cgi?id=1567114

E Groups Q Conversations - -
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New conversation

é

My groups
Yoo Nation State MITM CA'S ? 26205 viex

Recent groups

® Paul Wouters
Favorite groups @P  As wasin the news before, Kazakhstan has issued a national MITM Certificate Agency. Is there a

®
7 All groups
)
w

Starred conversations .
® Kathleen Wilson

. On 1/6/16 3:07 PM, Paul Wouters wrote: > > As was in the news before, Kazakhstan has issued a
mozilla.dev.security.policy

Source: https://groups.google.com/g/mozilla.dev.security.policy/c/wnuKAhACo3E/m/cpsvHgcuDwAJ



Increasing HTTPS adoption - A safer (and more private) Internet
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(14-day moving average, source: Firefox Telemetry)



DigiNotar: Iranians - The Real Target

Posted on: September 5, 2011 at 4:57 am Posted in: Bad Sites, Targeted Attacks
Author: Feike Hacquebord (Senior Threat Researcher)

00DO

In this blog post, we present concrete evidence that the recent compromise of Dutch certification
authority DigiNotar was used to spy on Iranian Internet users on a large scale.

We found that Internet users in more than 40 different networks of ISPs and universities in Iran were H TT PS p re S e n t S C h a | | e n g e S

met with rogue SSL certificates issued by DigiNotar. Even worse, we found evidence that some

Iranians who used software designed to circumvent traffic censorship and snooping were not f 1 I I d
protected against the massive man-in-the-middle attack. O r m a S S S u r V e | a n C e a n
EFF About Issues Our Work Take Action keyWO rd_based Censorsh I p

ELECTRONIC
FRONTIER

FOUNDATION

A Syrian Man-In-The-Middle Attack against Facebook

TECHNICAL ANALYSIS BY PETER ECKERSLEY ‘ MAY 5, 2011




Advances in technology

e Sophisticated(and more
accessible) middleboxes

o SSL decryption

o Large number of users

e |[nvestmentin Government
surveillance technology



FREEDOM ON THE NET 2019

Kazakhstan 32

100
A. Obstacles to Access 10 /25
B. Limits on Content 11 /35
C. Violations of User Rights 11 /50

LAST YEAR’'S SCORE & STATUS 38 /100 @ Not Free
Scores are based on a scale of o (least free) to 100 (most free)

Source: https://freedomhouse.org/country/kazakhstan/freedom-net/2019

Kazakhstan Internet
Freedom



m Bugzilla Q Search Bug = Browse [N Advanced Search > New Account LogIn Forgot Password
Copy Summary View v

Closed Bug 1232689 Opened 5 years ago Clc

Add Root Certification Authority of the Republic of Kazakhstan (root.gov.kz)

v Categories

Product: NSS v Type: task

Component: CA Certificate Root Program
CRpenES gram;y Priority: Notset Severity: normal

Source: https://bugzilla.mozilla.org/show_bug.cqi?id=1232689

Kazakhstan root CA - November 2015



Kazakhstan's National TLS
Interception

o NU\AyAViiii:): Government started
intercepting large fraction of

HTTPS traffic within its borders.

e Facebook and Google among
domains affected

& & kcell.kz/en/product/trust-certific...

K

FAQ

What is ‘Security Certificate’?

4+ & EN

Security Certificate — digital certificate software designed to protect the Internet
users from content that is prohibited by the laws of the Republic of Kazakhstan,

as well as from malicious and potentially dangerous content. The security certificate
is intended to provide the users of mobile services in Kazakhstan access to the

Internet access in the most secure manner.

Why do | need to install Security
Certificate?

The security certificate will allow you to protect yourself from online fraudsters, hacker
attacks and illegal content on the Internet. This is required under Kazakhstan law. The
law On Communication and clause 11 of Rules for Issuing and Applying Security
Certificates prescribe that telecom network operators are to ensure that customers
with whom the operators have service contracts install the security certificate on their

mobile devices.




Detecting the
interception

and learning what triggers it
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Detecting the interception - 2 VPSes

11



facebook DEEEEEN

handshake

_——
-—
—
—

Google

Detecting the interception - 2 VPSes
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handshake
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Detecting the interception - 2 VPSes - No interception
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Detecting the interception - 52 RIPE Atlas
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Detecting the interception - 52 RIPE Atlas - 2
RIPE Atlas probe observed interception
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Issuer: C=KZ, CN =Security Certificate

< i
facebook. pi=FP YN
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Google

Detecting the interception - 52 RIPE Atlas - 2
RIPE Atlas probe observed interception



Issuer: C=KZ, CN =Qaznet Trust Network

Issuer: C=KZ, CN =Security Certificate

< ——
facebook. pi=FP YN
handsgg_ _
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Google

Detecting the interception - 52 RIPE Atlas - 2
RIPE Atlas probe observed interception



Detecting the interception - Hyperquack!"?2]

Measurement

machine at UMich facebook.com and

google.com

[1]1Measuring the Deployment of Network Censorship Filters at Global Scale, NDSS 2020

[2]https://censoredplanet.org/projects/hyperquack
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How Hyperquack works

Step 1: SNI=example.com

MM MITM HTTPS server

D
2 & =
Client Hello (...SNI...)

_____________________________ -
Server Hello (...Certificate,.)
PPN S
PR -]
e -
HTTP GET request
______________________________ -
HTTP reply

(.9, Status Code: 301 Moved Permanently)
-

Encrypted using
trusted certificate




How Hyperquack works

|
Step 1: SNI=example.com Step 2: SNI=facebook.com
MM MiTM HTTPS server MM MiTM HTTPS server
2 & = & =
D D
ﬁg —] -l —1
Client Hello (...SNI..) Client Hello (..,SNI..) Client Hello (...SNI..)
_____________________________ -] S ISR Y
" Server Hello Server Hello
Server Hello (...Certificate..) (..Certificate,.) (..Certificate,.)

== et EEL P EEEELEE IS L e L L LR R L bty

B e R “» 0  heccccccccsmmmmm - B e e s —————— -

S e e L L Ll LR L Rl lid ~» - m e e s e m e ——————— e e e

HTTP GET request HTTP GET request HTTP GET request
.............................. - T — — = o o e e e e e o
HTTP reply
(e.g. Status Code: 301 Moved Permanently) HTTP reply ’ e"g;;:sem &
e et LTI I L L L LI I E L L LR [ = SRS S S o = o = o]
(e.g. Status Code: 301 Moved Permanently)
301 Moved Permanently)
Encrypted using ) . )
trusted certificate Enc-rypted usufq. MiTM Encrypted E.I?Inq
injected certificate trusted certificate
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How Hyperquack works

Step 1: SNI=example.com

MM MITM HTTPS server

2 & =

Client Hello (..,SNI..)

_____________________________ -
Server Hello (...,Certificate,..)
PRI SR
PRV S -]
B e -]
HTTP GET request
.............................. -
HTTP reply

(e.9., Status Code: 301 Moved Permanently)

Encrypted using
trusted certificate

Step 2: SNI=facebook.com

injected certificate

MM MiTM HTTPS server
. ﬁ
[ |m) —
Client Hello (..,SNI,.) Client Hello (...SNI...)
__________________________________________ —
Server Hello Server Hello
(Certificate.) . __(-Certificate.) ___]
..................... o e ——————
S ————— P —
HTTP GET request HTTP GET request
...................... e e e e et
HTTP reply HTTP reply
S e e e - - \eg,Status Code: _ |
(e.g. Status Code: 301 Moved Permanently)
301 Moved Permanently)
Encrypted using MiTM Encrypted using

trusted certificate

Step 3: detection

ac

Compare step 1and 2

If HTTP response bodies
are NOT the same:
output=Disrupted

If HTTP response bodies
are the same but
certificates are NOT the
same:

output=MiTM TLS

If HTTP response bodies
and certificates are the
same:

output=Not blocked

21



Hyperquack T T ==a
Measgrement . measurements for
machine at UMich ~2000 domains

(Alexa Top 1000™ +
Citizen Lab list of

sensitive domainst?)) Servers with EV
g Certificates

Detecting the interception - Hyperquack - 82 VPs in 21
ASes

[1] [2]https://github.com/citizenlab/test-lists
http://s3.amazonaws.com/alexa-static/top-Im.csv.zip
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Results from Hyperquack

6 of 82(7.32%) vantage points observed the interception
All 6 vantage points in AS 9198 (Kazakhtelecom), located in Nur-Sultan
27 domains, mainly social media and communications, affected

Interception can be triggered bidirectionally

23



How the interception works

|

MM MiTM

’I:I
- Client Hello (..,Cipher supported, Client Hello (...,Cipher supported,

L _s_e§s_i9[1i_d_, _rg_uiqrp_d_a_n},_s_l\l_l,_..l _____ sessionid, random dara,SNI,..)

. Server Hello (..,selected Cipher, ..., Server Hello (..,selected Cipher, ...,

: Certificate,..) Certificate,..)
3 € m e ——————— € mmm e mm e mmmm e ———————————
.§ Client certificate Client certificate
4 | -===---- - mm e P | e m e e - - >
=

< Key exchange Key exchange
L R >
e

2

5 HTTP GET request HTTP GET request

w
:; ---------------------------------- L e e >
E HTTP reply HTTP reply (e.g. facebook materials)

_________________________________ R ol L S o) S
Encrypted using MiTM Encrypted using
injected certificate trusted certificate

HTTPS server
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Conditions for triggering interception

Traffic must pass through a particular part of AS 9198 (Kazakhtelecom)
TLS SNI extension should contain affected domains

Server must present a valid browser-trusted TLS certificate, but not
necessarily a certificate for the domain

25



In-depth
measurements

How and where does the
interception occur?

26



MM:Measurement
Machine at UMich o

= = % MM establish
- TCP handshake
- TLS handshake w/ tested SNIs

&= Purchased VPS

HTTPS servers
w/ trusted cert

Measurements to 6,736 TLS hosts in 85 ASes
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‘.'i-r""“: _________ . 1. Test forinterception to
TH 988ss; Bt google.com and

facebook.com

MM:Measurement
Machine at UMich N

= — % MM establish
- TCP handshake
__. - TLS handshake w/ tested SNIs

2. On affected servers,
test Alexa Top 10,000
domains

Purchased VPS

HTTPS servers
w/ trusted cert

3. Keep measurements
running

Measurements to 6,736 TLS hosts in 85 ASes
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- Unaffected domain

- Affected domain

TTL-limited measurements



Results

from our in-depth measurements
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Extent of the Interception

(From University of Michigan) 459 of 6,736 (7%) TLS hosts observed
injected certificate

(From Kazakhstan VPS) 1,598 of 6,736 (24%) TLS hosts observed injected
certificate

Paths to all TLS hosts observing interception passed through AS 9198
(Kazakhtelecom)

31



AS

9198
29555
48602
435601
50482
60708
43934

Name

JSC Kazakhtelecom
Mobile Telecom-Service LLP
ForteBank JSC
JSC BankCenterCredit
JSC Kazakhtelecom

KazNIC Organization

...Interbank Settlement Centre...

# TLS hosts

385
32

23

ASes of hosts exhibiting interception
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Location of Interception

e Interception occurred only three or
four network hops before host

11 185.120.76.1
| 2 88.204.195.89
o 95‘-7 fth tm . ! 3 212.154.195.97
o0 etl e: ! 4 92.47.151.210
! 5 95.56.243.92

! 6 178.89.110.198

O Hop before injection - 1 7 178.89.110.206

! 8

92.47.151.210 or 92.47.150.19 R ST SRS P

o Hop afterinjection -
95.56.243.92 or 95.59.170.5

e AllIPs belongto AS 9198
(Kazakhtelecom)



Custom certificate

e Same Subject and Subject Alternative Name (SAN) as the original host's
certificate

e The Public Key replaced with a host-specific RSA-2048 key (until July 19,
1024 bit), with exponent 3

e Thevalidity period (Not Before/Not After)is the same as the original
certificate’s but shifted exactly 6 hours in the past - This changed to 24
hours validity on July 30

34



Censor’s TLS fingerprint

Sent RIPE Atlas measurement to our
server with SNI facebook.com

Fingerprint virtually unseen in normal
Internet traffic, can be used to
fingerprint and identify the MitM

f09427b5aaf9304b

Seen (all time) <100 times (0.00%)
(past week) <100 times (0.00%)

Rank (all time) 41383 /574811
(past week) -1/19001

TLS Version TLS 1.0

Handshake Version TLS12

Source: https://tlsfingerprint.io/id/f09427b5aaf9304b
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Company

Google

Facebook

Mail.Ru
Others

Domains Targeted - 37

Domains

allo.google.com, android.com, dns.google.com, docs.google.com,
encrypted.google.com, goo.gl, google.com, groups.google.com,
hangouts.google.com, mail.google.com, messages.android.com, news.google.com,
picasa.google.com, plus.google.com, sites.google.com, translate.google.com,
video.google.com, www.google.com, www.youtube.com, youtube.com

cdninstagram.com, facebook.com, instagram.com, messenger.com,
www.facebook.com, www.instagram.com, www.messenger.com

mail.ru, ok.ru, tamtam.chat, vk.com, vk.me, vkuseraudio.net, vkuservideo.net

rukoeb.com, sosalkino.tv, twitter.com

36



a1

ecurity Certificate”

But this list of domains suggests that the actual intention is
instead to surveil users on social networking and
communication sites

37
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ing

Longitudinal track
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Pilot testing
completed...for now

“..the National Security Committee has
successfully completed testing the application
of the security certificate.”

“The application of the security certificate in
the future will be carried out in the event of a

threat to national security.....

What happened to collected data??

B ® WS MBI O 00  Mowcnocain Q| KA3 PYC ENG
KOMUTET HALIMOHAJIbHOM
BE30MACHOCTU TenedoH Aosepust Q 1 1 0

PECMYBJIMKU KASAXCTAH

ohuuUManbHbIA canT

0 KOMUTETE NPOTUBOAEACTBME TEPPOPU3MY MPOTUBOAEMCTBME KOPPYNILIMU TOCYAAPCTBEHHBIE YCUIYTU KOHTAKTBI

Maskas / Hosoctn /B

B oTHOweHnH cepTudmkara 6esonacHocTn ) Hanevaras crpanuuy

06.08.2019

B cootBercrBMM C 3aKoHoM Pecny6auku KasaxcraH «O HauMOHanbHOM 6e30nacHoCTH Pecnyﬁnmm
Kasaxcrau» u 8 uensix obecneyexus [ HOCTH,

ycnewno
B pesynsTate cospaHa cuctema no npenoﬁpaluenum Kubepyrpo3 Kak B kubep, Tak U WHDOPMAUMOHHOM
npnnpam:me

LEHTpOM 6e30NacHOCTU TOMbKO 33 MCTEKWMIA MecsL
BLIABNEHO GONee 8 MAH. (AKTOB BUPYCHOI aKTUBHOCTM U 130 ThiC. KMGEPATaK B OTHOLIEHAW TOCYAGPCTBEHHBIX
OPraHOB W YaCTHbIX KOMNaHWW, BbiABNEHbl (aKTbl KMGEPLWNMOHAXa B OTHOWEHMM pAAa rocyAapCTBeHHbIX

opraHos.
Hapsiny C 3TUM, U3yueHbi NPOGEMHbIe BONPOCHI, CBA3aHHbIE C a Takke

BIMSHMS Ha PaBOTY CeTelt ONEPaToPOB CBA3N.

np B jilem Gyaer 5 npu Yrpossl

HauMoHaNbHOW Ge3onacHocTH B Buae kubep u arak, ¢

rpaxaaH Pecny6nuky Kasaxcras,

C yuerom TecTupoBanys, KHE MH(GOPMUpYET o npekpaiueHuw

TecTUpoBaHus ¢ 7 aaryr:ra B BpeMs Ha o caite GyayT MHCTPYKUMM N0 yAANEHHIO cepTdHuKaTa 6e30NacHOCTH C IMYHBIX YCTPOICTB.

Komuter 0 ™ T8 P Ka3aXCTaH 110 XpaHeHHio NEPCOHaNbHbIX AAHHbIX FPAXaH Ha TePPHTOPUM CTPaHbI
[ OpraHoB N0 YAANEHHI0 NPOTMBO3aKOHHOM UH(BOPMALYM.

Source: http://knb.gov.kz/ru/news/v-otnoshenii-sertifikata-bezopasnosti
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What does this mean for users in Kazakhstan?

—
Installed the custom cert? Haven't installed the custom cert?
e Complete visibility e  Security warnings for all website
e Usercredentials, sensitive access
information e Accessblocked if HSTS is enabled

e Ability to modify traffic and
selectively block

40



Browsers Take a
Stand Against
Interception

The use of ‘Oaznet Trust Network’ root
Apple, Google And Mozilla CA certificate in Chrome, Firefox, and

Block Kazakh Government ..
Surveillance Safariis now prevented

Emma Woollacott Senior Contributor o]
Cybersecurit;
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Implications

Limitations of HTTPS

o Previous state-sponsored
interception attacks required
compromising a CA

Users - Trust the certificate or be blocked

Dangerous precedent for other countries
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What to do in the future?

Quicker response from browsers

Non-intrusive visual indicators when custom
certificates are used

Further research into MitM defenses

Rapid measurements to detect and study attacks
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Thank you

censoredplanet.org/kazakhstan
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